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Cashew Privacy Notice

Last Updated: December, 2025

Cashew Technology Software L.L.C. (“Cashew”, “we”, “us”, or “our”) is committed to
protecting your privacy and ensuring that personal data is handled in a lawful, fair, and
transparent manner. We process personal data in accordance with applicable United
Arab Emirates laws (including Central Bank of the UAE (CBUAE) regulations, Consumer
Protection Standards, and relevant data-protection requirements), as well as recognized
international privacy standards.

This Privacy Notice explains how we collect, use, store, share, retain, and safeguard
personal data when you interact with the Cashew Platform.

Our goal is to ensure you understand:
i.  What personal data we collect
ii.  Whywe collectit
iii. How we use and share it
iv.  How we protectit
v.  Yourrights and choices
vi.  Product-specific data processing
vii.  How to contact us with questions or concerns

General principles and rules applicable across the Cashew Platform are outlined
throughout this Privacy Notice. Product-specific processing activities (including what
additional data is required, how it is used, and with whom it is shared) are explained
separately in Section 9: Product-Specific Processing.

By providing information to Cashew or continuing to use the Cashew Platform, you
acknowledge that you have read and understood this Privacy Notice.

1. Scope

This Privacy Notice explains how Cashew collects, uses, shares, and protects your
personal data when you interact with the Cashew Platform as a customer. It applies to
personal data processed in connection with:

a. Your use of the Cashew Platform
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This includes browsing, accessing platform features, viewing content, or otherwise
interacting with our digital services.

b. Creating or managing a customer account

This includes information you provide during sign-up, identity verification,
authentication, or when updating your profile.

c. Accessing or using any services offered through the Cashew Platform

This applies to all present and future services that may involve eligibility checks,
customer assessments, transactions, or general service delivery.

d. Customer interactions that involve merchants or partner Financial Institutions

This includes situations where Cashew facilitates a service or transaction that requires
coordination with a merchant or, where applicable, an Financial Institution (FI) partner,
including when you are redirected to one of their platforms.

e. Sharing customer data necessary for Cashew to deliver its services

This includes lawful processing, where required for the specific service you choose to
use, such as identity verification, transaction support, customer service, operational
requirements, fraud prevention, security, and regulatory compliance, where relevant to
the service you choose to use.

Exclusion Clause

This Notice does not apply to data that merchants or partner Fl collect directly from you
once you leave the Cashew Platform (e.g., after redirection). Those parties are
responsible for the privacy practices on their own platforms and maintain their own
privacy notices.

2. Personal Data We Collect

Depending on how you interact with the Cashew Platform, we may collect the following
general categories of personal data. The specific data collected will vary depending on
the service you use, and additional product-specific data requirements are described
separately in Section 9: Product-Specific Processing.

a. ldentification & Contact Data
Information that allows us to identify or communicate with you, such as:

e Name
e Email address
e Mobile phone number
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e Basic profile details
b. Account & Authentication Data
Information required to create, secure, and maintain your Cashew account, such as:

e Login credentials or verification codes
e Authentication events (e.g., login attempts)

c. Transaction & Service Interaction Data
General information related to your interactions on the Cashew Platform, such as:

e Transaction references
e Service usage history
e Communication preferences

d. Platform & Device Usage Data

Information automatically collected when you access or use the Cashew Platform, such
as:

e Device type, operating system, browser type
e |P address

e Logfiles, clickstream data, session duration
e Device identifiers or analytics data

e. Interaction & Communication Data
Information you provide when communicating with us, such as:

e Customer support requests
e Emails, chat transcripts, call recordings
e Feedback or survey responses

f. Data Received From Third Parties

Information received from authorized third parties to support platform operations, such
as:

e Transaction confirmation from payment processors, where applicable
e Merchant-provided purchase references
e Technical verification information

g. Combined or Derived Data

Where permitted by law, we may combine information from different sources to:

e Maintain accurate customer records
e |mprove platform security and performance
e Enhance user experience
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Cashew collects only the data necessary to operate, secure, and improve the Cashew
Platform. Additional categories of data required for specific products or regulatory
purposes are described in Section 9.

3. How We Use Your Personal Data

We use your personal data only for lawful, clear, and legitimate purposes, and only to
the extent necessary to provide, improve, and safeguard your experience on the Cashew
Platform. The purposes described below apply generally to all customers, regardless of
which Cashew service or product you use.

a. Account Creation & Customer Management
We process your data to:

¢ Create and manage your Cashew customer account

o Verify your identity or contact information where required for the service you use
e Support secure login and authentication processes

¢ Maintain your account preferences and settings

b. Providing and Supporting Cashew Services
We use your data to:

¢ Facilitate your use of platform features and functionalities
e Process your requests, actions, or instructions on the Cashew Platform

 Enable interactions involving merchants, and, where applicable, partner Fl or
other service providers

e Deliver customer support and resolve inquiries or complaints

c. Compliance, Security & Fraud Prevention

For services that require regulatory checks (such as identity verification, AML/CTF
screening, or fraud-prevention measures), we may process personal data needed to
meet those obligations. These activities apply only where required for the specific
service you use.

d. Improving and Securing the Cashew Platform
We process usage and technical data to:

e Monitor platform performance and troubleshoot issues
¢ Enhance security and prevent unlawful or unauthorized activities

¢ Develop new features and improve user experience
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o Analyse trends and usage patterns to optimize how the Cashew Platform
operates

e. Communication With You
We use your data to:

e Send service-related notifications and alerts
e Provide updates about your account or activity on the Cashew Platform
« Notify you about changes to our policies, terms, or operational updates

e Communicate other essential information needed for you to use the platform
effectively

We do not send marketing communications unless you have explicitly opted in.

4. Legal Basis for Processing

We process your personal data only where allowed by applicable laws and only for
purposes that are clearly explained to you. Depending on the context of your interaction
with the Cashew Platform, we rely on one or more of the following legal bases:

a. Consent
We process certain categories of personal data only when you choose to provide it or
explicitly agree to its use. This includes situations such as:

¢ Creating an account or completing a sign-up flow
e Agreeingto specific product or service terms
e Opting in to marketing or other optional features

You may withdraw your consent at any time, without affecting the lawfulness of
processing already carried out.

b. Contractual Necessity
Some processing is required to provide you with the services you request or to take
steps before entering into a contract with you. This includes:

e Creating and managing your customer account

o Facilitating your use of services and any related transactions on the Cashew
Platform

¢ Enabling interactions with merchants or, where applicable, partner Fl

¢ Providing support, notifications, and other service-related updates



cashew 6

If you do not provide information required for these purposes, we may be unable to offer
certain services.

c. Legitimate Interests
We may process your data where it is necessary for our legitimate business interests,
provided these interests do not override your rights and freedoms. This includes:

¢ Preventing fraud and protecting the platform from misuse

e Ensuring platform reliability, performance, and security

e Improving user experience and developing new features

e Understanding service usage to maintain operational efficiency
We always balance our interests with your privacy expectations.

d. Legal or Regulatory Obligations

We may process certain personal data to comply with UAE laws and regulatory
requirements, including obligations imposed by the CBUAE and other competent
authorities. Examples include:

o \Verification and record-keeping obligations

e Anti-Money Laundering (AML) and Counter-Terrorism Financing (CTF) related
controls where applicable

¢ Responding to lawful requests from courts or authorities
¢ Other mandatory reporting or compliance requirements imposed on Cashew
This type of processing is mandatory and may occur even if you withdraw consent.

e. Protection of Your Vital or Legal Interests
In rare circumstances, we may process data where necessary to:

e Protectyour rights, safety, or property
¢ Defend or establish legal claims
¢ Prevent harm or unauthorized activity

This basis is used only when strictly necessary.

5. Sharing Your Personal Data

We may share your personal data with the following categories of recipients, but only
where this is necessary and appropriate for the service you are using:
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a. Merchants
Where your chosen service involves a merchant, we may share data needed, for
example, to:

e Fulfil or confirm your order
¢ Handle disputes, refunds, or returns
e \Verify transaction legitimacy

e Supportrisk and fraud checks related to purchases made via the Cashew
Platform

b. Financial Institution Partners
Where your chosen service requires coordination with a FI, Cashew may share the data
necessary, for example, to:

e Supportonboarding or application flows that Cashew facilitates on behalf of the
Fl

e Allow the Fl to perform its own identity, eligibility, or risk checks
e Enable the Fl to assess and manage applications for its products or services
¢ Help the Fl comply with its own regulatory and reporting obligations

Fl partners process personal data under their own privacy policies and regulatory
frameworks.

c. Service Providers
These support the operation of the Cashew Platform and may include, for example:

e Cloud hosting and infrastructure providers
e SMS/email communication gateways
e |IT, cyber-security, and analytics service providers

e Payment processors and related service tools, where relevant to the service you
use

e Customer support and ticketing systems

These parties act strictly under Cashew’s instructions, may not use your personal data
for their own independent purposes, and are bound by contractual confidentiality and
data-protection obligations.

d. Legal, Regulatory, and Government Authorities
Where required to comply with:

e Applicable laws or legal processes
e Law enforcement or regulatory requests

¢ Mandatory reporting, supervisory, or audit requirements
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e. Corporate Transactions

If Cashew undergoes a merger, acquisition, restructuring, or asset transfer, personal
data may be transferred as part of that transaction, subject to appropriate safeguards
and continuity of protection.

Cashew does not sell personal data.

6. Data Retention

We retain your personal data only for as long as it is reasonably necessary to fulfil the
purposes for which it was collected, including:

e Providing and supporting Cashew services you have chosen to use

e Maintaining your customer account and enabling continued access to the
Cashew Platform

e Complying with UAE legal, regulatory, and audit requirements, including CBUAE-
mandated retention periods

o Detecting, preventing, and investigating fraud, security incidents, or misuse of
the platform

¢ Managing disputes, complaints, or chargebacks, where relevant

Once personal data is no longer required for these purposes, we will ensure it is:
e Securely deleted,
¢ Anonymized so it can no longer identify you, or

e Archived only where legally required under UAE regulations (e.g., minimum
statutory retention periods).

We do not retain personal data for longer than necessary, and retention periods may
vary depending on the type of data, regulatory obligations, and the nature of your
interactions with the Cashew Platform.

7. Your Rights

Depending on applicable UAE laws and regulatory requirements, you may have certain
rights regarding how your personal data is collected, used, and shared. Cashew is
committed to respecting and facilitating these rights in a transparent and responsible
manner.

You may have the right to:
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¢ Request Access
Ask for confirmation of whether we process your personal data and request a
copy of the personal data we hold about you.

e Request Correction
Request that we update or correct inaccurate, incomplete, or outdated personal
data.

¢ Request Deletion
Request that we delete your personal data where it is no longer necessary for the
purposes for which it was collected, or where deletion is required by law.

¢ Withdraw Consent
Where processing is based on your consent, you may withdraw that consent at
any time. Withdrawal will not affect the lawfulness of processing carried out
before the withdrawal.

¢ Request Restriction of Processing
Request that we temporarily limit the use of your personal data in situations
such as when the accuracy of data is disputed or when you object to certain
processing.

e Request Information on Data Sharing
Request details about the categories of third parties with whom we share your
personal data and for what purposes.

How to Exercise Your Rights

You may contact us at support@cashewpayments.com to submit any request related
to your personal data.

Cashew will assess and respond to your request within timelines required under
applicable UAE regulations. In some cases, we may require verification of your identity
before fulfilling your request to ensure the security of your information.

Please note that certain rights may be subject to legal limitations. For example, we may
be unable to delete data that must be retained for regulatory, fraud-prevention, or audit
purposes.

8. Security Measures

We take the security of your personal data seriously and implement appropriate
technical, organizational, and administrative controls to protect it from unauthorized
access, loss, misuse, alteration, or disclosure. These measures include, as appropriate:

e Encryption of data in transit and at rest

e Secure access controls and authentication mechanisms
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Network and application security measures

Role-based access to personal data, limited to staff who need it for their job

Logging and monitoring of systems for potential security issues

Periodic security reviews and updates of our systems and procedures

Despite our efforts, no digital platform or method of electronic storage can be
guaranteed as completely secure. You also play an important role in protecting your
information, and we encourage you to:

e Use strong, unique passwords
¢ Keep your login credentials confidential
¢ Ensure your devices and software are kept up to date and secured

If you believe your account or data may have been compromised, you should contact us
immediately at support@cashewpayments.com.

9. Product-Specific Processing

This section describes how Cashew processes personal data for specific products or
services available through the Cashew Platform. These processing activities apply only
if you choose to use the relevant product. All general data practices continue to apply in
addition to the product-specific details described below.

9.1 Cashew BNPL (Buy Now, Pay Later)

When you choose to use Cashew’s BNPL services, we may process additional
categories of personal data that are necessary to meet regulatory requirements, verify
your identity, assess your eligibility, and provide the service responsibly.

a. Additional Data Collected

In addition to the general categories of data outlined in this Privacy Notice, Cashew may
collect the following BNPL-specific information:

¢ Government-issued identification details (e.g., Emirates ID, passport
information)

e Date of birth and demographic information required for verification
¢ Income, employment, or affordability-related details

¢ Transaction-level information relating to your BNPL purchase

e Spending patterns, repayment history, and behavioural indicators

e Creditworthiness, risk-scoring, or eligibility-assessment information
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e Any other information required under UAE regulatory standards (e.g., CBUAE
CPR, AML/CTF)

b. Purpose of Processing
We process BNPL-specific data to:
e Verify youridentity and meet KYC/AML obligations
e Assessyour eligibility, affordability, and creditworthiness
¢ Prevent and detect fraud, financial crime, or suspicious activity
e Setup and manage your repayment plan, instalments, and reminders
e Support settlement and reconciliation with merchants
o Fulfil regulatory reporting and compliance requirements under UAE law
c. Data Sharing for BNPL
Where necessary to operate the BNPL service, we may share BNPL-related data with:
¢ Merchants - for confirming orders, processing returns, or resolving disputes

¢ Regulators, credit bureaus, or authorities — where required by UAE law or formal
requests

e Service providers - strictly for operational purposes such as identity verification,
payment processing, fraud checks, or secure data handling

We do not share BNPL data with third parties for marketing or unrelated purposes.
9.2 Fl Service Partner

For this service, Cashew does not act as a lender. Instead, we operate as a technical
facilitator supporting a FI’s digital onboarding process. Cashew’s involvement is limited
to the initial sign-up stage on our Platform.

a. Data Collected by Cashew

At this preliminary stage, Cashew typically collects only limited information required to
begin the onboarding workflow, such as:

e Email address
¢ Mobile phone number
¢ Any additional basic fields displayed in the sign-up form (e.g., name)

Cashew does not collect identification documents or financial information for this
product unless explicitly stated on the sign-up screen.

b. How Cashew Uses This Data
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Cashew uses this limited information solely to:
¢ Create a basic user profile on the Cashew Platform
e Transfer yourinformation securely to the authorized Fl partner

o Facilitate redirection or technical integration so you can continue onboarding on
the FI’s platform

¢ Provide service-related notifications or support where needed

This data is not used for credit assessment, underwriting, or marketing unless you
provide separate consent.

c. Additional Data Collected Directly by the Fi
Once redirected, the FI may collect additional information directly from you, such as:
¢ l|dentification documents (e.g., Emirates ID, passport)
e Financial orincome information
e Banking or employment details
e KYC/AML documents required under UAE regulatory frameworks
¢ Anyotherinformation determined necessary by the Fl
Cashew does not access, use, or store any data collected directly by the Fl, except:
e Where required for limited technical troubleshooting, OR
e Where aregulatory obligation expressly requires access
If either applies, you will be informed where legally required.
d. Fl Responsibility
The Flis fully and independently responsible for:
¢ Conducting its own onboarding, verification, and eligibility processes
e Determining which data it collects and how it is used
e Ensuring full compliance with UAE regulatory requirements
¢ Applying and presenting its own Privacy Policy and Terms
¢ Maintaining secure handling, storage, and protection of all FI-collected data

Cashew does not control or determine how the Fl processes data collected on its own
systems.
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10. Links and Redirection to Other Platforms

The Cashew Platform may redirect you to or integrate with websites, apps, or systems
operated by merchants or partner Fls. If you choose to use those third-party services,
their own terms and privacy notices will apply to any personal data collected directly by
them. Cashew is not responsible for how those parties process data on their own
systems, and we recommend that you review their privacy notices before providing
additional information.

11. Updates to This Privacy Notice

We may update this Notice periodically. When revised, the “Last Updated” date will be
amended. Continued use of the Cashew Platform constitutes acceptance of the
updated Notice.

12. Contact Information

Cashew Technology Software L.L.C.
Dubai, United Arab Emirates
Email: support@cashewpayments.com
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